ITAMSTKA
10 PO HITAKTUKE MOIIICHHUYECKUX JICHCTBUN

Cetp MHTEpHET, SBISAACH KPYITHEUITUM CPEACTBOM OoOMeHa mHpopmaIuen, B
TO K€ BpPEMS NOPOXKIAET CTPEMUTENBbHBIA POCT NPECTYIUIEHUH, CBSI3aHHBIX C
UCI0JIb30BaHUEM MH()OPMALIMOHHBIX TEXHOJIOTHH.

[Ipy3Haku MOIIEHHMYECTBA CO CTOPOHBI MOKYMATENs MpU MPOAAKAX B
HNHurepnere:

1. ITokynarenb HE 0cO00 MHTEPECYETCS TOBAPOM, OBICTPO IEMOHCTPUPYET CBOE
KEJaHHUEe clIeNaTh MOKYNKY U MEePEXO0JIUT K pa3roBopy O Croco0e OIIaThl.

2. Tlokymnarens TMPOCHUT BAac Ha3BaTh MMOJIHbIE PEKBU3UTHI KapThl, BKIIOYAS
dbamunuio-umMsa natuauiei, cpok aeiictus u CVC-koa. [Ipu moMonu 3TuX JaHHBIX
OH CaM JIETKO CMOYKET pacIulaTUThCS Bauler kapTtod B IHTepHere.

3. [TokynaTenb MPOCUT BaC COOOIIUTH €My Pa3IMYHbIE KO/bI, KOTOPBIE MPUIYT
K BaM Ha MOOWIBHBIN TenedoH, SKOObI HEOOXOIUMBIE €My JJIsi COBEPIICHUS
IaTexa.

[Ipu3Haku MOIIIEHHWYECTBA CO CTOPOHBI TMPOJABIA TPHU TMOKYIKaX B
WNurepuere:

1. OrcytcrByer aapec u TeneoH, Bce OOLIEHUE MPEIaraeTcsi BECTH 4Yepe3
ANIEKTPOHHYIO MOYTY MJIM NPOrpaMMbl 0OMEHA MTHOBEHHBIMU COOOIICHUSIMHU.

2. OTCYTCTBYET peajbHOE UMS IPOJABLA, YEIOBEK MPAYETCS 32 KHUKOM.

3. IIponasel; 3aperucTpupoBaH Ha CEpBUCE HEAABHO, OOBABICHHUE O MPOJIAXKE —
€IMHCTBEHHOE €T0 COOOILECHHUE.

4. OObsBicHUE OIMYOJIMKOBAaHO € OIMMOKaMM, COCTaBJIEHO HEOpPEKHO, Oe3
3HAKOB NIPEMUHAHMS, 3arJIaBHBIMU OyKBAMH U T. 1.

5. OtcyTtcTBYyeT oTO TOBapa, 1M00 ke MPUIIOKEH CHUMOK U3 MHTepHeTa (310
MO>KHO OTIPEIETUTh, UCTIONB3Ysl CEPBUCHI MIOUCKA TYOJIMKATOB KAPTUHOK).

6. CnoumkoM HH3Kas II€Ha TOBapa B CPAaBHEHWU C aHAJOTaMU y JPYTHX
POJIaBIIOB.

7. IllponaBeny TpeOyeT MOJTHYIO WJIM YAaCTHUHYIO MpeNoIuiaTy (Hampumep, B
KauecTBE TapaHTHH, YTO BBl MOWJETE MOJy4aThb TOBAP HA IIOYTE C OIUIATOU
HAJIOKEHHBIM TIATEKOM).

9. IlpomaBen mNpUHUMAET OIUIATY TOJIBKO HAa AHOHUMHBIE PEKBU3HTHI:
AJIEKTPOHHBIE KOIIEJIbKH, MOMOJIHEHHE MOOMIBHOTO TeNedoHa UK HA UMS APYTOro
yesoBeka (pOJACTBEHHMKA, Apyra u T. 1.). Kak He craTh skepTBamMu Tene(OHHBIX
MoleHHnuecTB: — [Ipu TeneoHHOM 3BOHKE OT UMEHM SIKOOBI POJCTBEHHUKOB U
COOOIICHUH O TPYAHOU CUTYAIMH CIEAYET JO3BOHUTHCS 10 POAHBIX U OJIM3KUX, O
KOTOPBIX UJET PeUb, BHIICHUTH TOJAPOOHOCTHU CIIYUHUBIIIETOCS, a HE MIEPEBOIUTH U HE
OTJIaBaTh JICHbI'M HE3HAKOMBIM JTIOJISIM;

Kak He craTh xepTBamMu TeNe(OHHBIX MOIIECHHUYECTB:
— IIpu TeneoHHOM 3BOHKE OT UMEHU SAKOOBI POJICTBEHHUKOB U COOOIICHUH O

TPYJIHOH CUTyalMu CIAEAYET T03BOHUTHCS O POAHBIX U OJU3KUX, O KOTOPBIX UAET
peub, BBISICHUTH MOJAPOOHOCTH CIYYMBILETOCs, a HE NEPEBOJAUTh U HE OT]ABATh



JEHBI'M HE3HAKOMBIM JIFOJSIM;

— Ilepe3BoHUTS (a JTyulile BCETo MOI0MTH) B JIt000€ OT/esIeHne OaHKa, 0T UMEHU
KOTOPOTO TMPHUIIIO COOOIIEHHE O TMpodieMax OOCIYyKXKHUBAaHUS IO PACYCTHOMY
cueTy/KapTe, ¥ pEIINTh BCE BO3HUKIINE BOMPOCHL. MOYXKHO TaKKe MO3BOHUTH CBOUM
OJIM3KMM, KOTOpbIE XOpOLIO pa30UpParOTCsI B COBPEMEHHBIX TEXHOJOTHUSX,
pacckaszaTh O IOCTYIHUBILEM COOOIIEHUH U CIIPOCUTH coBeTa. ClielyeT 3allOMHUTB:
HU OJIMH 0OaHK He OyJeT NpOCUTh BIAJENbla KapThl COBEPIIATH KaKHue-TUO0
NEUCTBUA 10 Telle(OoHy WM cOOOIATh PEKBU3UTHI KapThl;

— He coobmarh HEe3HaKOMBIM JIOASIM (KaK MPH JIUYHOM KOHTAKTE, TaK U IO
TeneOHy WIM WHTEPHET-NIEPENUCKe) JaHHble O cebe, CBOMX OJIM3KUX,
POJICTBEHHHKAX, OaHKOBCKHUX KapTaX, TO €CTh JOOYyI0 KOH(PHUIACHIIMAIbHYIO
(mnunyro) wuHbopmanmio; — He ocyliecTBiasT, mpemoruiaTy 3a ToBap WU
o0elaHHy10 BhIIIATY (YCIYTY), MPOU3BOIUTH OIJIATY TOJIBKO MPH UX (PaKTUYECKOM
HOJIyYECHHH.

Kak He crarh KepTBOM HHTEPHET — MOLLIEHHUYECTBA:

— Cnenyer BHUMATENhHO W3YYUTHh WH(DOPMAIIUIO WHTEPHET-CAWTA, OT3BIBHI,
CpPaBHUTH IICHBI 32 UHTEpeCyIoNuil ToBap. OTCyTCTBHE HHPOPMAIIUN, 3aITyTaHHAS
CUCTEMa TOJIYYCHHS TOBapa 3a4acTyIO SBIISIOTCS IPHU3HAKAMH MOIIIEHHUYECTBA;

— IlonyunTh MakcMMyMm CBEICHUKW O NPOAABLE WJIM MarasuHe: ajpeca,
TeneOHBI, UCTOPHUIO B COITMANBHBIX CETIX, HAIMYHUC CIYXKOBI JOCTaBKHA M T.II
JleficTBytonMe JErajJlbHO HWHTEPHET-Mara3uHbl WM PO3HHYHBIC ITPOJIABIIBI
pa3MeIaT TOJHYI HWHPOPMAIMIO W padOTaOT MO IMPHHIMIY «OIulaTa ToBapa
IIOCJIC JJOCTaBKM»;

— Henb3st coobmath (ochu1aTh Mo 3JAEKTPOHHOM MoUuTe) HHGOPMAIIUIO O CBOUX
MJIACTUKOBBIX KapTax. [IpecTyImHHKH MOTYT BOCIOJIB30BAaThCS MX PEKBH3UTAMH U
IIPOM3BECTH, HAIIPUMEP, PA3TUIHBIC TTOKYIIKH.

Bubl MOIEHHUYECTB B CETSIX COTOBOM M MPOBOJIHOW CBA3U U B CETH
HNHuTepHer

1. MolleHHHYECTBa, COBEpPIIAEMbIE C MCIOJIB30BAHMEM MOOWIBHOU U
IIPOBOJIHOM CBSI3U:

a) CoToBbIA U MPOBOAHON TenaedOH UCIOJIb3YEeTCsl KaK CPEJICTBO Mepeaayuu
rojlocoBoi HMH(OpMaIMK, MOJABHUJIBI, THUIBI: «Ball CHIH TONal B aBapHIO...»,
«Mama/mana y MeHs IpoOJIeMBL...», «3TO U3 OaHKa/COLBAIIUTHI U Tp...».

06) CoroBbiii TenedoH wucnonbdyerca s nepegaun CMC ¢ nmokHOU
uHpopmalmeit: «Mama, KHHb MHE Ha 3TOT HOMEp JCHET, MOTOM BCE OOBSCHION,
«BarmIa Kapra 3a0J0KMpoBaHa MOAPOOHOCTH IO TEJN..», «C BaIllero cueTa CIHUCAHO
5000 py6uneit, mogpoOHOCTH MO TEIL...».

B) CotoBblii TenedoH u Bame oObsBIcHHUE B ceTH MHTepHer (caiit Avito)
UCIIOIb3YETCSl MOIIEHHUKOM JJIsl TIOJIyYEHHUs OT Bac JAHHBIX KapThl U MPUBSI3KU
KapThl K MOOMJIBHOMY TeJNE€(QOHY MOILIEHHHKA: - « MO BalleMy OOBSIBICHUIO Ha
Avito (o mpoJiaxke, 0 cjaue B apeH1y ), COOOIIUTE MHE JJAaHHBIE C Balllei KapThl U KOJ



Ha 0OpaTHOM CTOPOHE 51 BAM OTIPABIIIO JIEHBIH...»; - «5 X0y OTIIPABUTH JICHHIU BaM
Ha KapTy 3a ToBap Ha Avito, mpenoIuiaty 3a apeHjay, y Bac KapTa MpHUBs3aHa K
MOOWIILHOMY OaHKy, €ClTU HET, HIAUTe K OaHKOMATy 51 Bac MPOMHCTPYKTHPYIO KaK
MMOJAKJIIOYUTH MOOMJILHEIN OaHK.

[Ipu momydeHnn COOOIICHNS HE HY)KHO TIEPE3BaHNBAThH HAa YKa3aHHBIC HOMEPA.
MorieHHUKH MOTYT MOTpeOoBaTh NepeAaTh JEHbIM Kypbepy, MEPEUUCIUTh UX Ha
KapTy, HOMEpP MOOWIHHOTO Tee(OoHa, MOMBITAIOTCS MOJIYYUTh OT Bac CBEJCHHUS O
Baiueii 6aHkOBCKOM KapTe, IPeaoKUTh MPOUTH K 0AHKOMATY M COBEPUINTH KaKHe-
au00 onepaiuy y 6aHkomara, MmornpocsT COOOUTUTh KO/l KOTOPhIE MPUXOAAT K Bam
Ha TesedoH.

B ciyuae nonydeHus BXOJSIEro 3BOHKA HEOOXOIUMO MPEKPATUTh pa3roBop,
Jake eciu coOeCceIHUK BCEIsieT YBEPEHHOCTh B CBOEH MPaBIUBOCTU. MOIIEHHUKU
00J1aIal0T TICHXOJOTUYECKUMHU TIpUEMaMH BBEJCHUS B 3a0dyXKJICeHHE, JIU00
obnagaroT uH(OpMaIMen O MOTEPIEBIIEM U ero OMU3KuX. AHAJIOTHYHbBIE CIydau
MOIIICHHHYECTBA BCTPEYAIOTCA W B ceTH VHTEepHeT, HO cOoOoOIIeHHEe O MOMOIIU
nepeaacTCs MOCPECTBOM COOOIIECHUS B COIMAIBLHOM CETH C JIOKHOM CTpPaHHUIIBI
POJICTBEHHHKA.

[Ipy coMHEeHMM B TPABAMBOCTH TOMy4YeHHOW uHDOpManMuU CcleayeT
NEePE3BOHUTH OJIM3KUM OT UMEHU KOTO MPHUIILIO COOOIICHUE, MO3BOHUTH B OAHK MO
yKa3aHHOMY Ha Kaprte, JuM00 B J0roBope TenedoHy, MOCETUTh Onrkaiiiiee
oT/elieHre OaHka. baHk HUKOTAa He 3ampaniMBaeT 1o TeaedoHy CBEJEHHUS O KapTe
KJIIMEHTA: €€ HOMep, KOoJ Ha oOpaTHOoM cTopoHe, @.1.0. BiagenbIia KapThl U CPOK €¢
neicTBud, a TeM Oonee nuH-koj. Eciu cobecenHMK MbITaeTcs MOMYYUTh OT Bac
Takylo uHpopmanuio, 1100 MPOCUT COOOILIUTH KOJbI, KOTOpbIe NMpUILIM Ha Bam
TenedoH OT OaHKa, IPEKPaTUTE C HUM Pa3roBOpP.

['paxxianam, UMEIOIIMM TPECTAPENBIX POJICTBEHHUKOB, COCEACH, 3HAKOMBIX,
HEOOXOIMMO Pa3bICHUTHh UM, KaKHE CIOCOOBI MOIIIEHHUYECTBA CYIIECTBYIOT, KaK
BECTHU ce0s IPH MOJTYyUYEHUN 3BOHKOB ¥ COOOIICHHUI MOIIIEHHUYECKOTO XapaKTepa, a
MMEHHO HE BECTH JMAJIOTH C MOILICHHHKAMH, IPEKPATUTh PA3roBOpP U MO3BOHUTH
poJCTBeHHUKAM. Ecii moXuoi 4emoBek moTydaeT MeHCUI0 Ha OaHKOBCKYIO KapTy,
TO MPEJJIOKUTE CBOIO IMOMOIIbL B CHSITHUU C KAapThl JICHEXKHBIX CPENCTB, JTUOO
NPEJIOKUTE POJCTBEHHUKY TepeAaTh kapTy Bam. Bo MHorux cinydasx B Xoje
OOILIEHUS C IPECTAPETBIMU JIFOAbMU COOOIIHUKY MOIIIEHHUKOB HaXOIATCS B palioHe
MPOKUBAHUS TTOKWIJIOTO YeJIoBeKa, MO0 y ero goma, noabesna. [Ipu nomydenuun
MOIIIEHHUYECKOT0 3BOHKA HEOOXOAMMO HEMEIJICHHO COOOITUTh O JaHHOM (pakTe B
MOJIULIHIO.

Ecnu mpu MomieHHUYeCTBe, B X0J€ TeNe(OHHOTO pa3roBOpa MPEeCTYIMHUKOM
ObL1a osydeHa nHbopMaius 0 6aHKOBCKOW KapTe, TO HEOOXOAMMO MO3BOHUTH 10
TenedoHy yKazaHHOMY Ha KapTe W 3a0JI0KUpOBaTh KapTy. B neHb coBepiieHus
MOIIICHHHYECTBA HEOO0XOIUMO OOpaTUThCS B OaHK C 3asBJIEHHEM O BO3BpaTe
JICHE)KHBIX CPEACTB HA KapTy, TaK Kak OaHK 00si3aH BO3BpPaTUTh JCHEKHBIC
CpeACTBa, €clu onepanus Oblia OCIIOPEHa BIIaJIETbLIEM KapThl B ICHb ONIEpaIUU.

Jlnst  mpedoTBpallleHUsT  MOUIEHHUYECTB ~ TaKXKE€  PEKOMEHJYyeM  He
pacnpocTpaHsiTb B ceTu HHTepHET CBEACHUS O MOOWIBHBIX HOMEpax C UX
NPUBS3KOM K AaHKETHBIM JaHHBIM, HE YKa3blBaTh MOOWJIbHBIE HOMEpa Ha



COIMAJIbHBIX CTPAHUIIAX, B MOJABAEMbIX B CETH OOBSBICHUSX HE YKa3bIBaTh PSIIOM
¢ HoMepoM cotoBoro Tenedona Mms u Gamunmio, aapec KUTENbCTBA U JIPYTYIO
anunylo uH@opmanuio. He wucnonms3oBate B cetu MHTepHEeT HOMepa CBOHX
MOOMJIBHBIX TEIE(POHOB, K KOTOPHIM NpPUBS3aHbl OAHKOBCKHE KapThl M HOMEpa
MOOWJIBHBIX TeNe(OHOB, KOTOpPbIE HCIONB3YIOTCS A paboTsl B «MoOMIBHOM
OaHKe.

[locnennee  BpeMst  MOJYYalOT  PacHpOCTPaHEHUWE  MOIICHHHYECTBA,
COBEPILEHHBIE B OTHOIIEHUH MOJb30BaTeell ceth NHTepHeT npoaarouux ToOBaphbl
Ha caiitax OecruiaTHbIX OOBsABIEeHHM. [IpojaBily MOCTymaer 3BOHOK SIKOOBI OT
nokynaress. MOIIEHHUK T1OJ] BHAOM TIOKymarejis CoOOOIIaeT, 4YTO JKeJaeT
pUOOPECTH TOBAP, HO MPOKUBAET B IPYTOM T'OPOJIE U IpeaaraeT orjiaTuTh TOBAP
yTeM NIEPEUUCIICHUs IEHEKHBIX CPEJICTB HAa KapTy npojasua. [1jst 5Toro o mpocut
IIPOJIaBla Ha3BaTh HOMEP KapThl, BJIAIEIIblia KAPThI, CPOK JIEUCTBUS KapThl, KOJ Ha
oOpaTHOM CTOpPOHE, a Tak K€ COTOBBIA HOMEp, MPUBA3AHHBIN K KapTe, JUOO 10
YMOJIYaHHUIO UCTIOIb3yEeT HOMEP, YKa3aHHBIN B 00bsBIeHUH. [l0Cie momyuenus 3Tux
CBEJICHUI MOILIEHHUK HCIIOJNb3YET JAHHBIE O KapTe I OILIaThl MOKYIOK B CETH
Wntepuer. Jpyroit BapuaHT, Korja Ha TenedoH MpoAaBla MOCTYMAIOT KOABI OT
O0aHKa ¥ MOILIEHHUK MPOCHUT cOOOIaTh WX AKOOBI JJiS MEPEBOJA JICHET, B ATOT
MOMEHT MOIICHHUK IOJKIOYaeT K Tele(poHy MOTEpPHEBLIEro, JUOO K CBOEMY
TenedoHy yciuyry «MoOuiabHBIM OaHK» W MOXHUIIAET JIEHbIM C KapTbl. Tperuid
BAapUAHT, KOTJda MOIICHHHK, BBICTYMAIOMIMK B PONM «IIOKYMATENs» Mpeiaraet
IpOJaBlly NPOWTH K OaHKOMAaTy M, SIKOObI MPOU3BEIS HEKOTOpHIE OIepaluu,
MOJIYYUTh JIEHbI'H, B TPEX YKA3aHHBIX CIydasX MOILICHHUK MOXUIIAET JACHEXHbIC
CpelcTBa MpoaaBIia.

r) CoroBblii TenedoH HCHONb3yeTcs MolleHHUKamu i nepenaun CMC
coolrmieHus, coobiienuii yepe3 mecceHkepsl Viber, WhatsApp ¢ BpemoHocHOU
uHdopMaIuei.

Tuner coobmenuit: «3mech HamM ¢ ToO0M (oro http:\\...», «Bam akakyHT,
ctpannna «BKoHTakTe» B3MOMaHBl, TpoWauTe peructparuio http:\\...», «BBI
BBIUTPAJT aBTOMOOMIIB, TOAPOOHOCTH http:\\...”

HoBbl1il TUI cOOO1IEHNH ¢ BPETOHOCHOM CCHIIKOM: «s MO BalleMy OObSBIECHUIO,
COTJIACHBI JIU BbI HA 00MeH Ha 3To http:\\foto3.inc...».

[Ipn mosydyeHMM AAaHHOTO COOOIIEHUS OTKaXXUTECh OT MPOXOXKICHUS IO
yKa3aHHOM CCBUJIKE M AaKTHUBAIlMM TMOJYYeHHBIX CChbUIOK. [lo Bo3MoOxHOCTH
IPOBEPHTE €CTh JIU B ceTU MIHTEPHET B MOMCKOBBIX CUCTEMAX CBEJICHUS O JAHHBIX
CChUIKAX M BO3MOXHBIX MolIeHHHYecTBaX. CooOlmuTe moJb30BaTeNsIM CETU
WNHTepHeT, 4TO aHHas CChLJIKAa MOILIEHHUYECKas. Y IaTuTe yKa3aHHOE COOOIIEeHHE,
ecJii yOeXKJIeHbI, UTO OHO HEe HaHecsio Bpea Bamemy ycTpoicTBy.

BpenoHocHbIE TpOorpamMMBbl CO3AAKOTCS U YCOBEPIICHCTBYOTCS MOIIEHHUKAMHU
peryisipHo, U npu pabore ¢ TenedoHOM Bbl MOXeTe CTOJKHYTbCS C BHIOM
BPEIOHOCHBIX MporpamMM, KOTOpble He TpeOyroT Bameli axkTuBHOCTH U
CaMOCTOSITENIbHO MOTYT OBITH 3arpyKeHbl Ha Baie MoOHIbHOE yCTPOCTBO Uepe3
ySI3BUMOCTH OIEPALMOHHON CHCTEMBI.

B ciywyae 3apaxeHuss MOOWIIBHOIO YCTPOMCTBA PEKOMEHIYEM OIPEIECIHUTh
yIpo3bl U TOCIEICTBUS MONYYEHUs JOCTyna Xakepa K Bamemy moOuibHOMY



YCTPOMCTBY.

[Ipu3Hakamu 3apaxeHuss MOOMIIBHOTO YCTPONUCTBA MOTYT OBITH OJIOKUPOBAHHE
OoTNepalroHHON cucTeMbl, OiokupoBanue Bxoasamnux CMC cooOluieHuii, oTIpaBka
UCKYCCTBEHHO CI€HEPUPOBAHHBIX MOOWIBHBIM  yCTPOMCTBOM  COOOIICHMIA.
3apakeHHbII MOOUIBHBIN TeNeOH ClieyeT HEMEJICHHO BBIKIIOYNTh. CUM-KapTy
NEPEBBIYCTUTD y OIlepaTopa, a Teae(OoH COXPaHUTh AJI MOCIEAYIOEro N3yYeHus
NOJIULIUEH, €CIIH OBIJIO COBEPILIEHO MOLIEHHUYECTBO, JTMO0 MepeiaTh B CEPBUCHBIN
LEHTP, €CTIU JICHBI'U MMOXUILIEHBI HE OBLIH.

Ecnu Kk 1aHHOMYy MOOMJIBHOMY YCTpPOMCTBY INpHUBsSi3aHa OAHKOBCKAasl Kapra,
OaHKOBCKHME Yycinyrn Takue Kkak «MoOwnbHbld OaHk», «OnnailH baHky,
«HTepHeT0aHk», TO HEOOXOJIUMO CPOYHO CBSI3AThCs C OAHKOM, 3a0JIOKMpPOBATH
KapTy ¥ IPHOCTAHOBUTH OOCIIyX)UBaHUE 1O cyeTaMm. Eciu ¢ momomnisio tenedona
ATO HE YJaeTcsl ClaeliaTh, TO HEOOXOJIUMO OOpaTUThCA B OJIMKaWIlIee OTIeICHUE
Oanka. Ecan MoOuibHOE yCTPOMCTBO MCHONB3YyeTCs AJI JOCTyla K CTpaHHIaM B
COLIMAJIbHBIX CETAX, TO HEOOXOAMMO C APYTrOro yCTpOHCTBa JUOO KOMIIbIOTEpA
BBIMTH B COLIMANIbHYIO CETh U CMEHUTH NPUBSA3aHHBIN HOMEp Teae(oHa.

3apakeHHOE MOOWJIBHOE YCTPOHCTBO TaK K€ SBISIETCS HCTOYHUKOM
pacmpocTpaHeHHs] BPEIOHOCHON MH(pOpPMAIMU MO KOHTAaKTaM, COAEPIKAIIUMCS B
tenedone. Jlns  mpenoTBpallleHHs]  PACCBUIKM  HEOOXOJMMO  YBEIIOMUTH
MaKCHUMaJIbHOE KOJMYECTBO 3HAKOMbIX O Bamieil mpobieme M O BO3MOXKHO
OpUXOASAIIMX OT Barero uMeHu BpeIOHOCHBIX COOOIICHUSIX.

B cnywyae ecnum ¢ Bamero tenedgona win OaHKOBCKOM KapThl MOXWUTUIIN
JIEHEKHBIE CPEJICTBA HEOOXOIMMO B ICHb COBEPILICHUSI XUILIEHUSI 00paTUTHCS B OaHK
¢ TpeboBaHUEM BEPHYTH JCHEKHBIEC CPENICTBA, 3a0JJOKUPOBATH Balll CYET, 3aAMPETUTh
NEPEBOJ] JEHEKHBIX CPEJICTB C BAlllErO CYETa HA JIPYTHE CUETa, NPHUOCTAHOBUTH
00CITy’KMBaHUE CYETOB Ha KOTOPbIE OBLIM NMEPEUUCIICHBI BAILU JIEHE)KHbBIE CPE/ICTBA.
[Tocne nomyuyeHust oTBeTa OT OaHKa, C BHITUCKOM 110 CUeTy 0OpaTUTHCS B MOJIULIUIO.

OnHUM M3 pacrpOCTPAHEHHBIX MOOMJIBHBIX MOIIEHHHYECTB TAKKE SIBISAETCS
UCTIOJIb30BaHUE AyOIMKaTa CUM-KAapThl 7S JOCTYMAa K CUCTEMaM JAUCTAHIIMOHHOTO
ynpaBiaeHUs] 0aHKOBCKUM cueToM. [Ipu3HakoMm ucnonbp3oBaHus nyOnukata Barei
CUM-KapThl SIBJIAECTCS OJIOKMPOBAaHUE JOCTyNa MOOWIBHOW CBA3U. B 3TOM ciyuae
HEO00XO0IMMO CPOYHO 00PATUTHCA K MOOMIIBHOMY ONIEPATOPY U MEPEBBITYCTUTH CUM-
Kapty. B choydae nmoxarBepxkaeHUs — MOOWJIBHBIM  omepatopoMm  (akra
HECaHKIIMOHUPOBAHHOM 3aMeHbl Bamield cuM-KapTbl HEOOXOJMMO HaIucaTh
PETEH3HUIO0 B COTOBYIO KOMITAHUIO U OOPATUTHCS B TIOJIHUIIHUIO.

MokHO U30€KaTh Y4acTH KEPTBBI JIAHHBIX MOILIIEHHUYECTB, €CIU CJIEI0BAThH
CHEAYIOIIUM PEKOMEHIAIUSM:

- Jlnsg paGoThl ¢ OAaHKOBCKUMHU KapTamu, cucteMaMu «MOOWIbHBIA OaHK»,
«bank-onnaitny, «HTEpHET-0aHK» W Jp. WCIOJIB30BATh OTIEIHLHOE MOOWIBHOE
YCTPOMCTBO, HE IMpPEIHA3HAYEHHOE JUISl PAa3rOBOPOB M PA3BICUYEHUS B CETH
UnrepHer;

- He yka3biBaTh HOMEpPa MOOMIIBHBIX YCTPOUCTB, UCIIOJIB3YEMBIX JIJIs1 pa0OTHI C
OAQHKOBCKUMH KapTaMU U JUCTAHIIMOHHOTO YIPaBJICHUS OAHKOBCKHUM CUETOM, KaK
KOHTaKTHBIX B ceTh IHTEpHET, B 00BSABICHUSIX U HA CTPAHUIAX COLIMAIIBHBIX CETEH;



- IlpuoOpect U yCTaHOBUTH Ha MOOWJIBHOE YCTPOMCTBO JMIIEH3MOHHOE
AHTUBUPYCHOE MTPOTrpaMMHOE 0O0ecriedeHre U3 OPUITUATHHBIX UCTOYHUKOB;

- YkazaTh B jjoroBope ¢ 6aHkoMm, 00 B MHOU (opmMe coriacoBaTh ¢ OAHKOM,
YTO yNpaBiieHHEe OAHKOBCKMM CYETOM M IMPOBEACHUE ONEpALMil 110 KapTe€ MOXKET
OCYLIECTBJIATBCA TOJBKO C OJHOIO MOOMIBHOrO ycrpoiictBa ¢ oanuMm IMEIL,
OTPaHUYHTH KPYT Olepaluii, yCTAHOBUTH JIUMHUT, KOTOPHI MOYKHO TEPEBOIUTH C
MOMOILBIO MOOUIIBHOTO YCTPOKCTBA; - 3aPETUTh MEPEBO BCETr0 00BEMA IEHEHKHBIX
CPEICTB C KapThl, CUETA.

2. MouieHHHY€eCTBa, COBEpIIaeMble B ceTd MHTEpHET W C MOMOIIbIO CETH
HNurepner:

a) MomeHHu4ecTBa npu Mpojaxe TOBapoB B ceTu MHTepHeT nmo mpenormiare
(pacripocTpaHeHHbIe BUIbL: mpoAaxka Iphone, mudppoBol, OBITOBON TEXHHKH,
0JICK1b1, 00YBH, aBTOMOOMIICH, aBTO3aImIacTei ),

6) [Ilomyyenme OT WHTEpPHET Mara3uHa, TpoOJaBlla ToBapa, He
COOTBETCTBYIOILIETO 3asIBJIECHHOMY.

Pa3BuTre maHHBIX BUJOB MOIIEHHUYECTBA OOYCJIOBJIICHO YEIOBEYECKUMH
(dakTopaMu, TaKUMH, KaK OJKeJaHHEe COKOHOMHTb, OTCYTCTBHE  OJIM3KO
pPacnoIOKEHHBIX MAra3uHOB C TAKUM TOBAPOM, MOJHOE OTCYTCTBUE MPEII0KEHUN
Ha pblHKE. OCHOBHBIMH MPUOOPETAEMBIMU TOBapaMU SIBJISIIOTCS TMPEIMETHI
pockolu: aoporas nuudpoBas TEXHUKA, aBTOMOOWIM, ITyObl, OpEHIOBbIE BEIIH.
HckiitoueHbl NOTHOCTBIO (aKThl TPUOOPETEHHSI TOBAPOB MEPBO HEOOXOAUMOCTH.
XKenanue cHIKOHOMUTH MPUBOAMUT 3a4ACTYIO K MOTEPE BCEX JICHEKHBIX CPEICTB, B
CBA3U C 4YeM, MepBasi U OCHOBHAsl PEKOMEHJAlMsl - MPUOOpeTaTh BEIIM 3a HX
peanbHyI0 CTOMMOCTh U HE UCKaTh npesoxkenuii ¢ 30-50% BbIro10i1, Tak Kak 3TO
IMPOTUBOPEYHT B IEJIOM MPHUHIIMIIAM PHIHKA, JIMOO MPHUCIAHHBIA TOBAp OKaXKETCs
MOJI/ICTIKOM, HEUCTIPABHBIM, JTMOO HE yIOBIETBOPSIOIINM 3alIpOCcaM MOKYTIaTeIsl.

He croutr mpuoOpeTraTh TOBaphl B MHTEPHET-MarazuHax MO3UIIMOHUPYIOUTUX
ce0s KaK POCCHICKHEe, HO UMEIOIINE CalThl B IOMEHHBIX 30HaX com .org .biz .net
.nfo .tv .mobi.

Oco0oe BHUMaHHUE CIEIyeT YIEIUTh OT3bIBaM B ceTH VHTEpHET K JaHHOMY
MHTEpHET-MarasuHy, npojasuy. IIpoBeputh korga ObUI CO31aH MarasvH, Caur.
Co3znan v oH ro1 ¥ Oosiee Hazaj. Ecinu cailT cylecTByeT MeHbIle Mecsiiia, TO CTOUT
OTKa3aTbCsl OT MOKYNKU. MOXHO MPOBEPUTH HaJIMuKe oduca y JaHHOTO Mara3uHa,
yAOCTOBEPUTHCS B ceTH HTEpHET, YTO TaKOW JOM CYIIECTBYET, IOCMOTPETH €0 Ha
Kapte, poro-cHuMKax, naHopamax SAuaekc, I'yrin. YO6eauTscs, yTo Ha JOME €CTh
BbIBECKa MarasuHa, Ju00 uMmeroTcs oducHble nomeiieHus. Ha cHuMKkax Takxke
MOXXHO y3HaTh Ha3BaHUsA, TelePOHBI OJM3KO PACTIOJIOKEHHBIX OpTraHU3aIuH,
MO3BOHUTh UM U BBISICHUTH JIOCTOBEPHOCTh uH(popMmanuu. B wuHTEpHET-
CIIpaBOYHUKAX HAWUTH TeseOHBI AIMUHUCTPATOpa OPUCHOTO IIEHTPA, PECETIIIeHa,
yOemuThCs, YTO TaKOW Mara3uH WIA WHIWBUIYAIbHBIA MPEANPUHUMATENH
CYIIECTBYIOT M OCYLIECTBJISIOT CBOK JEATEIBHOCT B JAHHOM 3/IaHUU.
[Tonmydennyto uHPOpPMAIHIO CIAEAYET UCIOIb30BaTh MPU OOIIEHUHU MO TenaedoHy C
COTpyAHMKaMHU Mara3zuHa. Eciy Mara3u wiv npoJaBel] OTKa3bIBatOTCs 3BOHUTD 110
TeneoHy M TpeajararoT Apyrue crnocoObl oOleHwus, Takue kak Viber, Skype,
WhatsApp u apyrue, 1160 mara3zuH tenedoHa HE UMEET, CIEAYyeT OTKa3aThCs OT



nokynku. B xonme oOmienus mo tenedoHy MOMXKHO COOOIIUTH, YTO HAXOJIUTECH B
ropojie TpojaBlla, Mara3uHa W MPEMJIOKHUTE 3a0paTh TOBApP CaMOBBIBO30OM U
OIUIaTUTh HANWYHBIMH B oduce. B cioydae KaTEeropuyHOro oOTKaza CieayeT
OTKa3aThCsl OT MTOKYTIKH.

[Ipu mnpuoOpeTeHHH TOPOTOCTOSIIMX BEIIEH, TAaKUX KaK aBTOMOOWIb,
JOpO’KHASI TEXHHUKA, CTPOUTEIIbHBIC MaTepUaIbl, PEKOMEHAYEM MOTPATUTh JICHBIU
Ha JIOPOTY JI0 TOpoja MpoaBlia U YAOCTOBEPUTHLCS B HAIMYWH MPOJIaBIa M TOBApA.
JInbo HaliTH B ropoAe MpoAaBIa 3HAKOMBIX M TOMPOCUTh HMX MPOBEPUTH
JIOCTOBEPHOCTD MPEJI0KEHNS B ceT HTEpHET. ECu e Takol BO3MOXKHOCTH HET,
TO OIIATUTh YCIYTH IOPUCTA, COTPYTHHUKA aBTOPUPMBI, 3aHUMAIOIICHCS B TOPOJIC
POJIaBIIa MPOJAXKEN U CKYNTKOM aBTO U 32 CUMBOJIMUECKYIO IJIATy MPEAJIOKUTH EMY
BCTPETUTHCS C TMPOJIABIIOM U OCMOTPETh aBTO M JIOKYMEHTBHI. JTO Kacaercs u
npUOOPETEHHST CTpOMMATEPUAIOB U MeTallia — O0paTUTECh K yCIyraM IOpucTa B
ropoae npoaasna. Jlroosle npucinanasie Bam no MuTepuery dortorpaduu, ckaHbl
JIOKyMEHTOB ¥ aBTOMOOMJISI MOIIIEHHUKH C JIETKOCTBIO MO/IIETBIBAIOT.

B Hacrosimiee Bpemsi O0JIBIIMHCTBO UHTEPHET MarazuHoB padotato mo 100 %
npenoriaTe, Mpu COOJIIOJCHUH yKa3aHHBIX PEKOMEHIAIMA MOXXHO COBEPIIUTH
yIa4HYIO0 TTOKYTIKY.

HacrostenbHO pexkoMeHAyeM HE OCYIIECTBISATh «CJEMbBIe» IMOKYIKH B
COIMAJIBHBIX CETAX. AIMUHHUCTpAIUS COIUATIBHBIX CETeH HCKIIoUWiIa pa3/eibl
OOBSIBJICHWI C CaWTOB M HE HECEeT OTBETCTBEHHOCTh 3a COBEpIIAEMbIE C
HCTIOJIb30BAHUEM CETH JEUCTBUSA MOJIb30BATEICH.

B cnydae HeoOXoaumocTH NpPUOOpPECTH TOBAp 4YEpe3 COIMAIbHYIO CETh
HEO0OXOIMMO THIATEIBHO MPOBEPUTH MPOAABIA, 00S3aTEIIBHO CBSI3aThCA C HUM I10
TenedoHy, pacCIIPOCHUTH MOJIPOOHOCTH O TOBape, MoTpedoBaTh Gportorpadun ToBapa
B JIETAJISAX, MPEAJIOKUTh OTIPABUTH TOBAP KYPHEPCKOM CIY>KOOM M Ha0KEHHBIM
IUIATeKOM, OOTOBOPHTH BO3MOXKHOCTH  BO3BpaTa TOBapa, BO3MOXKHOCTH
CaMOBBIBO3a.

[IpoBepuTh OT3BIBBI M OCTABJIICHHBIE KOMMEHTAPUH B TPYIIIE U HA CTPAHMIIC
npojaBia. Eciii HECKOIBKO MOJIb30BATENICH CETH pa3MENIaloT CIUIONIb XBaJIeOHbIE
OT3BIBBI M PEKOMEHIAINH, TO CTOUT MPOCMOTPETh CTPAHUIIBI ATUX TOJIH30BaTEIEH,
HE SIBJSIIOTCS JIM OHM «(PEHKOBBIMU», €CTh JIM Y HUX Ha CTPAHUIAX JUYHBIC
¢dotorpadguu, OosblIOE KOIMYECTBO JApy3ed. JlaHHyro HHGOPMALMIO MOXKHO
IIPOCMOTPETh W Ha CTpaHuie npojaasna. CTpaHWIAa TPOJaBIa JOKHA OBITh
aKTUBHOM, Ha HEW pEryJsIpHO JOJDKHBI pa3MelniaThCs JHYHBIE (oTorpaduu,
OOHOBIISATHCA aJTbOOMBI, JIOJDKHBI OBITH CBEJCHUS O MecTe yueObl U paboThl, a B
JPY3bsiX JOJHKHBI OBITh <«OKMBBIE» M aKTUBHBIC MOJIb30BaTE€IU. MOXXHO YTOUHUTb,
rJie HaXOAMUTCS TMPOJIaBell, B KAKOM TOpoJie, MPEMIOKHUTh 3a0paTh TOBap SIKOOBI
BaIlTUM 3HAKOMBIM, HaXOIAIIMMCS B TAHHOM T'OPOJIE U OLIEHUTh PEAKITUIO TIPOJIABIIA.
Ecnu B ceTu BBl 00111aeTECh C Mara3uHOM, TO MOTPEOYHTE COOOIUTH CalT MarazuHa
B ceTu MHTepHeT, ropunnyeckuii U ¢gakruueckuii aapec. [Ipu modom comHeHnn
OTKaXUTECh OT mpuoOpeTeHus: Topapa co 100% mpemoruiatoi 4epe3 conuaibHyI0
CETh.

[[Iupokoe pacmpocTpaHeHne B ceTH VHTEpHET Takke MNpUOOpEeTaroT
MOIIICHHHYECTBA C TIPUBJICYCHUEM CPEACTB MOJIB30BATEICH I UX TPUYMHOXKEHUS



B (MHAHCOBBIX MUpPAMUJAX, KOOIMEPATHUBAX, MUKPO(UHAHCOBBIX OpPraHU3aIUIX,
Oupxax,  OyKMEKEpCKHX  KOHTOpaX, pBIHKaX  JJEKTPOHHBIX  BAJIOT.
[IpaBoOXpaHUTEIBHBIE OpPraHbl HACTOSITEILHO PEKOMEHIYIOT HE BCTyHaTh B
KaKUeIrn0O OTHOIIEHUS C TaKMUMH OpPraHu3alUsIMU U JULAMH, TpesiararoiniuMu
TaKue yCJIyrd, TaK KaKk MHOTHE KOMIIAHWM U UHTEPHET CANThl TaHHBIX KOMIAHUM
HaxoJsTCs 32 pyOekoM, opraHu3alui padoTaroT MO 3aKOHAM JIPYTHX TOCYJapCTB,
100 W3HAYAIBHO MOIIICHHUYECKHUE, U BEPHYTh 3aTPAuYCHHBIC HA JAHHBIC MPOEKTHI
JIEHbIY MPAKTUYECKU HEBO3MOKHO.

B) CaliThl «IOJJEIKWY, a TaK K€ (PUITMHTOBBIC CANTHI.

JlaHHBIN BUJ] MOIIICHHUYECTBA MpPEANoJiaraeT, 4To >KepTBa MOCUUTAET CaWT
3HAKOMBIM W MPUOOpPETET Ha HEM TOBap, YCIyTy, JTUOO YKaXeT NaHHbIE CBOEU
OaHKOBCKOM KapThl.

EnuncTBeHHO#N pekoMeHanue MOXeT ObITh MPOSBICHUE BHUMATEIBLHOCTH.
Heo6xoammo o0paTuTh BHUMaHHUE Ha aIpECHYIO CTPOKY caiiTa, Ha3BaHUE caiTa,
€CTh JM Kakue-Iu0o J00aBOYHBICE CHUMBOJIBI WU HAa3BaHUSA B aJPECHON CTPOKE,
pPaCIOJIOKEH JIM CAUT B AOMEHHOHN 30HE «ru». CKOMMpoBaTh HAa3BaHUE CalTa U3
aJpECHON CTPOKH M IPOBEPHUTH B OUCKOBOM cuctemMe. He cTout noBepsaTh cantam,
MMEIOIUM B Ha3BaHUU 3HAKOMBbIE CIIOBA, HO PACIOJIOKEHHbIC B JIOMEHHBIX 30HAX
.com .org .biz .net .info .tv .mobi u Apyrux He CBSA3AHHBIX C POCCUMCKUM UHTEPHET
MPOCTPAHCTBOM.

HeonHnokpaTtHO mpoBepbTe CAThl B pa3jieniax KOTOPHIX, IJIAHUPYETE yKa3aTh
JaHHBIE O CBOEH OAHKOBCKOM KapTe, MO JaTe COo3JaHus caita, 1mo TeiaedoHam
yYKa3aHHBIM Ha caiTe, MO OT3bIBaM B CETH MHTEpHET, CIEeIyeT YTOYHUTH HET JIH
caiiTa B pas3nuyHbIX Osiek mnuctax cetu HMutepner. IlomHuUTE, MOIIEHHUKY
JIOCTaTOYHO HOMEpa KapThl W Kojaa Ha oOpaTHoil ctopoHe kapTel (CVV kon,
COCTOAIIMN U3 YeThIpeX Iudp) JUisl MOKYNOK U OIJIAThl YCIyT B cetu MHTepHeT.
Hpyrue naHHble, TO, KaK CPOK JEHCTBUS KapThl, OH MOXET M0J00paTh, a UMs U
dbamMunuio Biajenblla y3HaTh OT Bac JuOO0 W3 ceTh VMHTEepHET ¢ BamuxX JUYHBIX
CTpaHHULL.

Ecnu BBl cTaim KepTBOM TAaKOrO calTa M 3aMETUJIA 3TO MOCJIE MPOBEICHUS
oInepalu, NOKYyIKH, 3a0JIOKUPYITE KapTy U 00paTUTECh B OAHK B IEHb POBEACHUS
orepaluu Jisi €€ OTMEHBI U BO3BPATE JICHEXKHBIX CPEJICTB.

[Ipu mokymnke aBua, KEIE3HOJIOPOKHBIX OWUJIETOB HE MIIUTE OYCHB JCHIEBHIC
OWJIETHl HA COMHUTEIIBHBIX CalTax, TeEM 00Jiee PaCIOI0KEHHBIX B IOMEHHBIX 30HaX
.com .org .biz .net .info .tv .mobi . JlocTynHble MO II€HE OUJIETHI KeIaTEIHHO
npuoOpeTaTh Ha OQUIMATIBHBIX CaliTax KOMIIAHUN-TIEPEBO3YMKOB.

MWUHHUCTEPCTBO KYIBTYPBI U JYXOBHOTO Pa3BUTHS
Pecniy6muku Caxa (SkyTus)



